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Important Notice 

Purpose 

This document is made available by The Australian Energy Market Operator (AEMO) to provide 

information about the 2023 Australian Energy Sector Cyber Security Framework (AESCSF) Program.  

This document accompanies other generala guidance materials made available to Australian energy 

organisations in the electricity, gas, and liquid fuels sub-sectors.  

Disclaimer 

This document or the information in it may be subsequently updated or amended. This document does 

not constitute legal or organisation-specific advice and should not be relied on as a substitute for 

obtaining detailed advice about any applicable laws, procedures, or policies. AEMO have made every 

effort to ensure the quality of the information in this document but cannot guarantee its accuracy or 

completeness.  

This document might contain information which is provided for explanatory purposes and/or provided 

by third parties. This information is included “as is” and may not be free from errors or omissions. You 

should verify and check the accuracy, completeness, reliability, and suitability of this information for any 

intended use and seek independent expert advice before using it.  

Accordingly, to the maximum extent permitted by law, AEMO and its employees and other contributors 

involved in the preparation of this document:  

Make no representation or warranty, express or implied, as to the currency, accuracy, reliability, or 

completeness of the information in this document, and;  

Are not liable (whether by reason of negligence or otherwise) for any statements or representations or 

any omissions from it, or for any use or reliance on the information in it.  

Conventions used in this document 

For clarity when reading this document, key terms are indicated with a capital letter. Key terms are 

defined centrally in the AESCSF Glossary which is available separately on the AEMO website. Each key 

term has a specific definition that the reader should consider.  
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1. Introduction   

Welcome to the 2023 Australian Energy Sector Cyber Security Framework (AESCSF) Benchmarking 

Dashboard User Guide. This document provides detailed instructions on how to use the 

Benchmarking Dashboard to view results for the 2023 AESCSF Program.  

The Benchmarking Dashboard will remain open until 5pm (AEDT) Friday 22nd March 2024. 

Please contact the AESCSF Benchmarking team (au-fmAESCSF@kpmg.com.au) with any questions 

or concerns.  

1.1. Background  

The 2023 AESCSF Assessment period was held between 11 October 2023 and 11 November 2023. 

Benchmarking results are being hosted on a secure KPMG PowerBI external-facing server and are 

available to registered market participants. 

Australian Market Energy Operator (AEMO) does not hold or have access to assessment results so for 

the purposes of maintaining anonymity of participant data, KPMG will be the primary contact for 

benchmarking queries and will send correspondence via au-fmAESCSF@kpmg.com.au. 

 

2. Getting Started 

2.1. Receiving your Benchmarking results link   

All organisations that participated in the 2023 AESCSF Program nominated a cyber security contact to 

submit results on their behalf. Unless specified, the same nominated cyber security contact is the 

primary user for the 2023 AESCSF Benchmarking Dashboard. 

You will receive an email from the AESCSF inbox containing two links:  

1. A secure link to activate your account; and 

2. A secure link to 2023 AESCSF Benchmarking Dashboard. 

Whether you have registered with a Microsoft or non-Microsoft email account, will inform the steps you 

need to follow to activate your account. We have provided step by step instructions for both Microsoft 

Users (2.2.1) and Non-Microsoft Users (2.2.2)  

Microsoft Edge is the recommended browser for the Benchmarking Dashboard. 

If you have any questions or concerns about the Benchmarking Dashboard, please contact the AESCSF 

Benchmarking Team (au-fmAESCSF@kpmg.com.au).   
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2.2. Setting up your account 

This year’s Benchmarking Dashboard is hosted on a secure KPMG PowerBI external-facing server. To 

gain access to this you will need to set up the account the first time you login. 

2.2.1. Setting up your account for Microsoft Users  

For Microsoft accounts the first link in the email, the account activation link, will bring you to a log in 

page prompting you to enter an email or username. Use the registered email address and password of 

the account the email was sent to. 

 

Figure 1 - Account login page 

After entering your password, you will be asked to accept the permissions requested by KPMG. 
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Figure 2 - Accepting KPMG Australia’s permissions 

Once accepted, you will be asked to set up multi-factor authentication (MFA) by scanning the QR or 

select ‘I want to select a different method’. This is a one-time MFA token and your device will be 

remembered for future logins to the Dashboard.  

Please note: The Dashboard contains sensitive data to your organisation and multi-factor 

authentication (MFA) has been enabled as an additional layer of protection for you to access the 

results. 

The following steps describe the process for setting up multi-factor authentication.  
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Figure 3 - Account setup 

 

 

Figure 4 – Getting Microsoft Authenticator app 

After Microsoft Authenticator is installed, you will be asked to set up an account with Microsoft MFA. 
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Figure 5 – Set up your account 

You will then be asked to complete the authentication process. Scan the QR code and follow the 

prompts. 

 

Figure 6 – Connect Microsoft Authenticator app with your account 
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Figure 7 – Accept verified 

If you prefer to set up MFA with a different method, select “I want to set up a different method”. This 

will provide the option of “Authenticator App” or “Phone”. 
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Figure 8 – Select authentication method 

Once you have completed these steps, Microsoft Authenticator will provide a number to enter into the 

Authenticator app. 

 

Figure 9 – One-time authentication code 

You will receive a success message once this has been complete. 
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Figure 10 – Successful setup 

Once you have completed your set up, you will be asked to read and accept KPMG Australia’s 

Systems Term of Use. 

 

Figure 11 – KPMG Terms of use 

 
You are now ready to access the Benchmarking Dashboard.  
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2.2.2. Setting up your account for non-Microsoft Users 

The first link in the email, the account activation link, will bring you to a page, prompting you to enter an 

email or username. In this instance, please enter the username provided in the email. For example: 

johnsmith_gmail.com@kpmgclients.com.au. 

To continue, enter the characters in the picture presented then select next. 

 

Figure 12 - First step for activating a non-Microsoft account 

 

As part of the secure account activation, you will be required to verify your account.  
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Figure 13 - Send verification code to original email address 

 

 

Figure 14 - Verification Code sent to personal inbox 
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Once you receive the verification code, enter it to continue through to the activation process. 

 

Figure 15 - Verification Code sent to personal inbox 

Once you have set your password, your account has been set up.  

 

Figure 16 – Enter a new password 

Using the second link in the email, users can login with the new password. 
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Figure 17 – More information required 

Users are then asked to opt in for SMS code or a phone call. 

 

Figure 18 - Receive your code 
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Figure 19 - Verification complete 

 

Figure 20 - Successful setup 

 

Figure 21 - KPMG Terms of use  

Once you have completed your set up, you will be asked to read and accept KPMG Australia’s 

Systems Term of Use.  

You are now ready to access the Benchmarking Dashboard.   
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2.3. Logging into the Dashboard 

Once you have completed your account setup and MFA login, follow the second link in the email you 

received from au-fmAESCSF@kpmg.com.au, this will take you to the Dashboard. You will be prompt to 

enter your email address to sign in. 

 

Figure 22 – PowerBI login 

Once you are signed in, you will be able to view the AESCSF Benchmarking Dashboard (the 

Dashboard). 

 

Figure 23 – The AESCSF Benchmarking Dashboard 2023 
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3. The Benchmarking Dashboard  

3.1. Reading your results  

Once you have opened the link to the Dashboard and logged in successfully, you should land on the 

Start Page of your Assessment results. The following section describes how to view your results.  

In the 2023 Program, there were 3 versions of the Framework available to assess against: 

• AESCSF version 1 (v1) 

• AESCSF version 2 (v2)  

• AESCSF version 2 lite (v2 lite).  

To view your assessment results, select the relevant version and results view from the options in the 

panel on the left of the screen.  

 

Figure 24 – Assessment version options 
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Figure 25 – Expanded view of the panel 

Please note: You will be able to view the benchmarking data of the other Framework assessment 

versions but you will not be able to compare them with your results. You can only compare your 

assessment results against other assessments within the same Framework version as you, e.g. v1.   

 

 
Figure 26 – Information icon 

Throughout the Dashboard next to the charts and filters will be an information button. Hover over the 

graphic to get more information on the filter you are selecting or chart you are viewing.   

Version 1 (v1) 

Version 2 Lite (v2 lite) 

Version 2 (v2) 
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3.1.1. Selecting your assessment  

When you are viewing your assessment results you will need to select your assessment from the filter 

on the top left side (as shown in the Figure 27; where it is shaded).  

 

Figure 27 – Selecting your assessment. 

You will need to select your assessment on every page to ensure that you are looking at your results, 

as well as the benchmarked results. If you do not select this button, your results assessment will not be 

highlighted.   

Please note: some participants will have more than one Assessment attached to their login. Where you 

have multiple assessments (as shown in Figure 27), you will need to select and de-select Assessments 

to move between the different results.  
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3.1.2. Selecting your filters  

The introduction of AESCSF v2 meant that we allowed organisations to assess against either v1 or v2. 

This mean that participant assessment data was split almost 50/50. This has required us to place 

additional constraints on filtering and your ability to ‘drill down’ into the data to protect anonymity.  

There are two types of filters that you can apply within the Dashboard.  

• Sub Sector  

• Criticality  

The filter combinations you select in one screen will flow through other screens and also to when 

printing or exporting to PDF or PowerPoint. 

On each page of the Dashboard, you will have the opportunity to filter by Sub Sector:  

 

Figure 28 - Sub-Sector Filter 

 

Please note: The Gas and Liquid Fuels sub sectors have been combined to ensure meaningful 

benchmarking is available whilst still maintaining anonymity.  
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While on some pages you can also filter on Criticality Level:  

 

Figure 29 - Criticality filter 

Please note: Where the minimum data sets to compare or filter are not meet, a notification will appear 

in the graph as depicted below:  

 

Figure 30 – Restricted filtering notification 

For any further questions on filtering, please contact the AESCSF Benchmarking Team (au-

fmAESCSF@kpmg.com.au).  

If you wish to clear your filters and start again, you can select the “clear filters” at any time. 

 

Figure 31 – Clear filters 
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3.1.3. Your results and comparing them  

Once you have selected assessment results you would like to view from the left-side panel and 

ensured you have clicked on your assessment you can compare your results against others that 

completed the same Framework version as you (v1, v2 or v2 Lite).  

When comparing your results, there are a few things to keep in mind:  

While comparing your data to participants within the same sub-sector or criticality level and against 

the same Framework version, your results will appear as a yellow bar within dataset as shown below:  

 

Figure 32 - Results within a common dataset 

You can compare your results to participants outside your relevant filtering groups, that have 

completed the same Framework version. However, your assessment results will appear in a yellow bar 

to the right of the chart as this is not a like-for-like comparison. 

 

Figure 33 - Results across different filtering groups 

Please Note: You are unable to compare your results to other participants that completed a different 

Framework Version, however you can still review their results via selecting the pages on the left side 

panel.  

If you have any further questions or concerns on the comparing your data how to interpret results, 

please contact the AESCSF Benchmarking team (au-fmAESCSF@kpmg.com.au). 
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3.1.4. Attainment Scoring by Domain 

The Attainment of Security Profile (SP) by Domain, and Attainment of Maturity Level (MIL) Indicator by 

Domain pages are designed to show you your assessment results (in a similar format that was shown 

in the AESCSF Assessment Portal) and compare your results to the industry benchmarking. However, 

they are slightly more nuanced to incorporate more information. There are two charts on both 

attainment pages.  

The first chart on the page shows your Assessment results, similarly to way they were shown on the 

Assessment Portal. This chart shows Attainment results per domain.  

 

Figure 34 - Individual Assessment results by Domain 

 

Figure 35 – Dashboard Legend  

This legend shows the percentage of all respondents results for that Framework version that did/did 

not achieve each SP by completion level (Fully and Largely Implemented = did achieve, while Partially 

and Not Implemented = did not achieve).  
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The second chart on these pages shows the industry benchmarking results against the filters you 

select, along with a comparison of your organisations score.  

 

Figure 36 – Benchmarking Attainment of Security Profile by Domain 

Figure 36 shows the overall proportion of the participants who achieved the SP or MIL within each 

domain. The bar under each donut indicates whether your organisation has achieved the SP or MIL in 

each domain, so that you can compare against other organisations. 

Please note: Anti-patterns are included in the overall domain scoring in the bottom chart showing 

industry benchmarking.  
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In Figure 37, below, if the bars below the donuts show grey for “not applicable”, there are two possible 

explanations.  

Either (a) you are nominated as the recipient for multiple sets of assessment results, and you have not 

selected which assessment you would like to view; or (b) the entity for which you are trying to view the 

results for has not completed the assessment which is rendered on the chart you are looking at.  

Scenario (b) may arise where you have completed a v1 Full Assessment, and you are inspecting the 

v2 Full results. For example, the entity that completed the assessment in Figure 37 has viewed the 

dashboard for a v2 assessment when that entity only completed a v1 assessment. As such, grey bars 

are rendered.  

 

Figure 37 - Benchmarking Attainment of Maturity Indicator Level by Domain 

Please note: As these pages do contain a lot of information, they do take time to load. Please give 

these pages 10 - 20 seconds before they fully render the charts.  

If you have any further questions or concerns on the Attainment by domain pages and how to 

interpret the results, please contact the AESCSF Benchmarking team (au-fmAESCSF@kpmg.com.au). 
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3.1.5. Anti-Patterns  

Similar to prior years, along with the SP and MIL scoring, you are also able to review where you sit in 

comparison to anti-patterns for the Framework Version you completed.  

You will be able to view the average percentage of anti-patterns present based on your filters, 

percentage of anti-patterns present in your assessment, and the most prevalent anti-patterns present 

for the Framework Version. You will also be able to compare if any of the most prevalent anti-patterns 

were present in your assessment.  

 

Figure 38 – Anti-Patterns v1 

Please Note: For the framework version you did not complete, you will not be able to compare your 

results, however you will be able to review the overall benchmark for the industry and the most 

prevalent anti-patterns present.  
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Figure 39 – Anti-Patterns v2 

Please note: When reviewing the top anti-patterns on the anti-patterns page, the individual practice ID 

references are included, but the full description for an anti-pattern may not be displayed.  

 

Figure 40 – Prevalent Anti-Patterns v2 

For further information on Anti-Patterns across all Frameworks, including offline toolkits and reference 

guides, please refer to the resources page on the AEMO website or contact the AESCSF Project 

Team (aescsf@aemo.com.au). 

  

https://aemo.com.au/initiatives/major-programs/cyber-security/aescsf-framework-and-resources
mailto:aescsf@aemo.com.au
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4. Frequently Asked Questions  

4.1. What platform does the Benchmarking Dashboard use?  

Benchmarking results are hosted on a secure PowerBI platform and allow interactivity with filtering.  

4.2. Can anyone identify my organisation through these results?  

Results for benchmarking are anonymised, so no one will be able to identify your organisation or see 

your results.   

To ensure entities cannot be identified through benchmarking data, we have included some restrictions 

on filtering combinations that differs to previous years. Where there is not a considerable population to 

compare to, filters are restricted.  

4.3. Can I share this link with the rest of my team?  

Only the nominated cyber security contact for each organisation will be provided with access to the 

Dashboard. However, the nominated user can download the pages and report from the Dashboard and 

share this with other internal stakeholders. For more information how to do this, please refer to section 

4.5.  

4.4. How do I review multiple entities that have been assigned to me?  

Some users have multiple assessment results assigned to them (if they submitted more than 1 

assessment per organisation). If this applies to you, please follow the below instructions to swap 

between entities.  

On the top left of all pages in the dashboard, there is a “Please Start Here” button. This indicates that 

you need to select one of the Assessments assigned to you.  

 

Figure 41 – Your Assessment(s) with multiple assessments 
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Select an Assessment by clicking on the first Assessment you want to review results for. It will look like 

this once selected:  

 

Figure 42 – Selecting first assessment 

To move to the next Assessment, de-select the current one, and select the next one.  

 

Figure 43 –Selecting second assessment 

Please note: you can only view one set of a results for an Assessment at a time.  
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4.5. How do I print my results?  

The link to print your results is located in the top toolbar on the dashboard. Select the drop down arrow 

on “File”:  

 

Figure 44 – Dashboard Toolbar 

Once the drop-down menu appears, select “print this page”.  

 

Figure 45 – Drop-down menu 

Due to filtering combinations and multiple versions available on the Benchmarking Dashboard, please 

elect “Only export current page” to ensure that the correct results are being printed. 

 

Figure 46 – Printing selection 

This will give you the opportunity to export the results in a PDF format, which you can then print.  
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4.6. What web browsers can I use to view the Dashboard?  

Power BI is designed to work with the following we browsers:  

• Microsoft Edge version 120 and later. 

• Chrome desktop latest version and Windows 10 version 1703 and later. 

• Safari Mac latest version. 

• Firefox desktop latest version (although this may alter text/fonts).  

Please note that performance of the Benchmarking Dashboard may differ depending on your choice of 

a browser. If you are using Internet Explorer in particular (which is no longer supported by Power BI) 

you might encounter poor performance. Microsoft Edge is the recommended browser for the 

Dashboard.  

4.7. Where is the year-on-year comparison?  

As already mentioned in previous correspondence, unfortunately year-on-year (YoY) comparison data 

for v1 assessment results are not available in 2023. We acknowledge this may be disappointing for 

some participants. We are pleased to share that moving forward, the data that was collected from the 

2023 Program will be used to provide YoY comparisons in future years. 
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4.8. Why do I get error message saying “Sorry, we couldn’t find that 

report”?    

 

Figure 47 – PowerBi error message 

 

When accessing the report through a bookmarked URL, you may encounter this issue. We recommend 

accessing the Dashboard each time via the link provided in email to avoid this from occurring.  

Alternatively, if this error message appears it can be dismissed by clicking "OK." Subsequently, the 

report will be displayed on the current page following the closure of the pop-up window. 

 

4.9. Who has access to my data? 

Security has been established as a fundamental, and non-negotiable requirement for all tools used to 

collect and aggregate any Participant’s Assessment data. 

A security statement is available upon request, should a Participant or Parent Company wish to 

understand the security controls in place. 
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AEMO will not have access to your Assessment or data including individual results. The Assessment 

vendor, KPMG, will be the custodian.  

4.10. What happens to my data? 

Information and data collected will only be used for the purposes of providing anonymised and 

aggregated benchmarking across the energy sector. As mentioned, this information will then be used 

to generate the Cyber Security Preparedness of the Australia’s Energy Sector Annual Report which 

will be subsequently presented to government officials and Energy Ministers.  

At the end of the Program the data will either be securely kept by the current vendor (KPMG), or it will 

be securely transferred to another provider for use in future years’ Year-on-Year (YoY) comparison. 

KPMG are responsible for collecting personal and business information from Participants. KPMG are 

responsible for the administration, secure storage, analysis, aggregation, and de-identification of the 

data collected. AEMO will not have access to your data including individual results. The Assessment 

vendor will be the custodian. 

 


