
AEMO Hub and Signing Certificate Update

Certificate Replacement – IMPORTANT UPDATE



AEMO Hub and Signing Certificate Information

S
eHub & GAS FRC Hub
The certificate that identifies AEMO 
to you. During TLS handshakes.

ACTION REQUIRED: Low; 
Participants need to make sure they 
trust this certificate before the 
cutover date

WHEN: Asynchronous change; Can 
be done before relevant change 
window

GAS ebXML Sign/Verify
This is a certificate is used by 
AEMO to sign ebXML payloads 
sent to participants. 

ACTION REQUIRED: High; 
Participants must update their 
profiles for verifying AEMO 
payloads in order to continue 
transacting

WHEN: Synchronous change; 
Should be done during relevant 
change window

Hub 
Certificate

Signing 
Certificate

Download   Pre-Prod Prod Download                  Pre-Prod Prod

In the upcoming scheduled changes there are two main types of certificates being replaced. To avoid connection issues it is vital your 

organisation trusts and updates these certificates appropriately 

GAS & ELEC GAS ONLY

https://www.digicert.com/secure/download-certificate/scz97n10b23gbxm1nz9p9pqthqnsf40?product_name_id=ssl_securesite_pro&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/wb9k9182w081mk5yfdb5g8tllphqlzv?product_name_id=ssl_securesite_pro&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/75wncsc54rlq9zyc259dmf6gffcby0v?product_name_id=private_ssl_plus&product_type=ssl_certificate&platform=2
https://www.digicert.com/secure/download-certificate/7ypzvwrgb10r8rqs04d92f448ng9kw8?product_name_id=private_ssl_plus&product_type=ssl_certificate&platform=2


Timeline for Replacement 

Oct

18
Oct

14
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4

PRE-PRODUCTION

E-Hub Certificate **GAS FRC Hub TEST** GAS FRC Hub and ebXML
Signing Certificate

E-Hub Certificate

Change Window
10:00 – 14:00 AEST

Change Window
17:30 – 19:30 AEST

Change Window
10:00 – 14:00 AEST

Change Window
10:00 – 14:00 AEST

Change Window
17:30 – 19:30 AEST

** Test Cutover: AEMO will temporarily replace the production TLS certificate (not sign/verify) during the scheduled change window above. This will then be reverted back to the original certificate again 
until the final hard cutover period above.

Please Note: Any connectivity issues during the time below should be looked at to check for certificate replacement issues**

GAS FRC Hub and ebXML

Signing Certificate

Below are dates when changes on the platforms go live. Actions on the previous slide must be completed to avoid connection issues 

PRE-PRODUCTION PRODUCTION PRODUCTION PRODUCTION



Contact us

Send us an email AEMO Participant 
forums

Your service 
representative

Mailbox
certificatereplacement

@aemo.com.au

Forums
Feedback and 

questions at our 
regular forums

AEMO Support Hub
supporthub@aemo.com.au

The AEMO Certificate Replacement project team will be working with 
you full-time until all certificates are successfully replaced

mailto:certificatereplacement@aemo.com.au
mailto:supporthub@aemo.com.au

