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Important Notice

This document is intended solely for the use of the Gas
Wholesale Consultative Forum for the purpose of
demonstrating that the DWGM and STTM Market Audits have
been conducted as required by the National Gas Rules, Part
19, Rule 322 and Part 20, Rule 496 respectively. The scope of
the DWGM and STTM Market Audits was agreed with the
AEMO Finance, Audit and Risk Committee (FRAC), and this
document should not be relied upon by anyone other than
AEMO FRAC.

It should not be relied upon as disclosing all risks or
deficiencies that may exist and may not be used for any other
purpose or disclosed to anyone else without our prior written
consent.
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1. Background and Context

Background and purpose of today’s discussion

e AEMO is required under the National Gas Rules (NGR) to appoint a market auditor to carry out reviews of compliance by AEMO with
its procedures and the effectiveness and appropriateness of systems utilised in the operation of the markets, including:

O

O

O

O

O

O

the calculations and allocations performed by the metering and settlements systems; and
billing and information systems; and

the scheduling and pricing processes; and

processes for software management and business continuity; and

the linepack account; and

AEMO's compliance with this Part.

e As aresult, PwC were engaged to perform a limited assurance review of certain control procedures maintained by AEMO for the year
ended 30 June 2022, providing limited assurance that control procedures are designed and operating effectively.

e  Our primary responsibility was to deliver a review which fulfilled our obligations to AEMO’s Finance, Risk and Audit Committee,
AEMO Management and Market Participants. Our report to the AEMO FRAC outlined the FY22 Market Audit scope and approach,
and the summary of material identified compliance risks and process taken by management to address these.

e Asrequested by AEMO we have summarised for participants in this document the results of our findings.

e Additionally, as we commence the FY23 market audit, we would value the opportunity to hear from Participants any key areas of
heightened risk so that we can consider them as part of our procedures.
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2. FY22 Results

Summary of qualifications for the period 1 July 2021 to 30 June 2022

There were no findings for the period 1 July 2021 to 30 June 2022 which were reported as a qualification to the DWGM or STTM Review
Statements. We have considered materiality when determining the nature, timing and extent of our procedures and evaluating the impact
of identified control weaknesses on our conclusion. Materiality is considered in the context of AEMO’s objectives relevant to the area of
activity being examined including qualitative and quantitative factors.

Summary of the Gas Wholesale findings
There were no critical, high or medium rated findings reported in FY22 for the DWGM or STTM.
Six (6) new low rated findings were reported for FY22, of which:

e Two (2) were PwC reported control observations
e  Four (4) were AEMO Management reported non-compliances.

Refer to the next page of this report for further details.

Based on the findings in the prior three years, the control environment remained stable with no high or critical findings.

DWGM STTM

2 1

FY22 FY21 FY20 FY22 FY21 FY20
B Critical [ High Medium [ Low B Critical [ High Medium [ Low
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2. FY22 Results

Overall Results

Six (6) new findings (shown beside) were reported either through 3
management’s self-assessment process or PwC independent testing
during FY22. Of these:

. 2
¢  Four (4) were STTM non-compliances
¢ Two (2) were control observations for the DWGM.
All were ‘low’ rated and related to: 1 "
e Settlements and prudentials - bank guarantee processes (2) and 0 . 0
accreditation of controllable quantity processes (1) 0

e Market management and information - Market Operator Service Dysed 1 LM DWGEH. ST.TM RACM. =T TM
Settlements and Market management  Market operations

processes (2) prudentials and information
e Market operations - unscheduled maintenance processes (1).

No critical, high or medium rated findings were identified. ) EIEEL g8 I SgLes
In addition, twelve (12) Information Technology findings were reported

in FY22, 7 medium and 5 low rated.

Closure of prior period findings

Good progress has been made in closing prior period findings, with — J—

eight (8) out of 14 findings from FY20 and FY21 now closed.
Six (6) findings remained open as at 30 June 2022. All six were low
rated findings for the DWGM and related to:
e  Scheduling and dispatch (4) - all will be addressed through a
project to replace the MCE system, planned for 2023/24
e Market operations (2) - both regarding application of controllable

quantities and will be subject to a risk assessment to identify ® Closed @ Open @ Closed
potential system solutions.
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3. FY23 Approach

PwC has been engaged to review the control procedures maintained by the Australian Energy Market Operator (AEMO) for the year ended 30 June 2023.
Our primary responsibility is to deliver a review which fulfils our obligations to AEMO’s Risk and Audit Committee, AEMO Management and Market
Participants. Our review will be undertaken for the following markets:

National Electricity Wholesale Electricity Wholesale Gas Markets
Market Market

NEM WEM DWGM VIC
SRA GSI STT™M QLD
WA
Information Technology
Gas Wholesale Markets Information Technology
The objective of the Victorian Declared Wholesale Gas Market (DWGM) The scope of work includes IT General Controls supporting each Market,
and Short Term Trading Market (STTM) audits are to form a conclusion as focusing on compliance with AEMO Information Technology policies and

to whether anything has come to our attention that AEMO did not maintain, procedures in the areas of:
in all material respects, effective control procedures for the DWGM and

STTM for the year ending 30 June 2023. *  Change Management

e Access to programs and data (including physical security, network
security, environmental security and logical access management)

e  Computer Operations (including backups and recovery, disaster
recovery planning, batch processing).

Our review will involve the following activities:
e Review of non-compliances reported by AEMO management
e  Follow up of implementation status of prior period actions

e Understanding design effectiveness of key controls procedures, including changes or developments since out last assessment

e Risk-based sample testing and data analysis to understand the operating effective of key controls for the period 1 July 2022 to 30 June 2023
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4. Next Steps

Further areas of focus or comments?

Email to AEMO: Contact PwC

supporthub@aemo.com.au

Key PwC Contacts

Nick Burjorjee
Partner

Phone: +61 411 037 557
nick.burjorjee@pwc.com
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